
AUD 07-25 

 

 

 
HTA ARAC meeting, 11 February 2025 
 

 
Agenda item  3.2 Cyber Assessment Framework 

Update 
Purpose: for information or decision? Information 
Decision making to date? Standing item to each Audit and Risk 

Committee  
Recommendation Audit and Risk Committee is asked to note 

the latest updates for the Cyber 
Assessment Framework  

Which strategic risks are relevant? Risk 5: Digital 
Strategic objective Use of Information 
Core operations / Change activity Core operations  
Business Plan item   Data – production and analysis of rich data 

and records to inform both our strategic 
direction and operational capabilities 
(including CAF, records management and 
information governance) 

Committee oversight? Audit and Risk Assurance Committee 
Finance and resource implications N/A  
Timescales N/A 
Communication(s) (internal/external  N/A 
Identified legislative implications  N/A 

 

 

 



Cyber Assurance Framework
Interim submission & update on next steps

ARAC 11 February 2025



Background

• As of September 2024, the Data Security Protection Toolkit (DSPT) changed to adopt the National Cyber Security 
Centre’s Cyber Assurance Framework (CAF) as the basis for cyber security and Information Governance (IG) assurance.

• This change has already started for large organisations including the HTA. As an Arm’s Length Body (ALB), the HTA is an 
early adopter of the CAF.

• Tracking compliance against the 10 National Data Guardian Standards has been replaced by CAF Objectives, Principles 
and Outcomes compliance.

• CAF achievement levels scored as ‘Not Achieved’, ‘Partially Achieved’, or ‘Achieved’ for each contributing outcome. To get 
"Partially Achieved" or "Achieved", you must have all statements assessed as True, and no statements in "Not Achieved" 
assessed as True, however if one is "True" it will default the entire outcome to "Not Achieved".



Changes in the Frameworks

IA Standards Status Met Partial N/A Total

1. Personal confidential data Met 6 0 2 8
2. Staff responsibilities Met 1 0 1
3. Training Met 4 0 4

4. Managing Data Access Met 2 0 2
5. Process Reviews Met 1 0 1
6. Responding to incidents Met 6 0 6

7. Continuity planning Met 2 0 2
8. Unsupported systems Partially met 2 1 3
9. IT protection Partially met 14 1 1 16

10. Accountable Suppliers Met 2 0 2
40 2 3 45

GIAA
• Objective A - Managing risk

• Objective B - Protecting against cyber-attack 
and data breaches

• Objective C - Detecting cyber security events

• Objective D - Minimising the impact of 
incidents

• Objective E - Using and sharing information 
appropriately

DSPT self-assessment 2023-24 based on the 
National Data Guardian’s security standards  

2024-25 self-assessment based on the National Cyber 
Security Centre’s Cyber Assurance Framework (CAF) 



Interim Assessment 
December 2024



Interim assessment – December 2024

As baseline assessment the HTA are 65.22% compliance against the expected outcomes outlined by the NHSE. This could change positively or 
negatively once the finalised position is presented in May ahead of the final submission as a more critical review of our assurance.

These assessments are based on our technical knowledge and may under scrutiny of the Audits and further engagement with the organisation be 
changed to reflect a more accurate position.

As this is the first interim audit and as the HTA are early adopters along with large organisations and other ALBs the assessment was completed 
against NHS set targets.

Although there are 47 outcomes the HTA are only responding to 46. E4.b is related to Clinical Coding of which is not relevant to the HTA.



Risk Management and 
Assessments

Objective A – Managing Risk 
( Interim assessment)

Physical and Digital Asset 
Management Processes

Contractual and Operational 
Management Functions



Objective B – Protecting against Cyber Attacks and Data Breaches 
(Interim assessment) – Part 1

Users can access HTA 
Systems using own devices

All privileged user access to 
network and systems must use 

MFA

MFA in place but not Best 
Practice

No Policy Monitoring in place 
to improve Score



Objective B – Protecting against Cyber Attacks and Data Breaches
(Interim Assessment)

Multiple False statement in PA 
and A



Objective B – Protecting against Cyber Attacks and Data Breaches 
(Interim assessment)

Generic ‘LocalAdmin’ account 
is configured on all Devices

BCC administrate our Network 
from non-managed devices

BCC administrate our Network 
from non-managed devices



Objective B – Protecting against Cyber Attacks and Data Breaches 
(Interim assessment)

Multiple TRUE statements in 
Not Achieved



Objective C – Detecting Cyber Security Events 
(Interim assessment)

Monitoring access to log data 
NA#3 is TRUE PA#3 is FALSE

Multiple TRUE statements in 
Not Achieved – No dedicated 
Monitoring Team/Resources

All Statements in Achieved are 
FALSE

Routine searching for 
Abnormalities is not performed 

A#1 FALSE

No Schedule of Logs
NA#5 is TRUE PA#5 is FALSE



Objective D – Minimising the impact of Incidents 
(Interim assessment)

Multiple TRUE statements in 
the Not Achieved

Insufficient organisation priority 
to improvements from Lessons 

Learned

Multiple TRUE statements in 
the Not Achieved



Objective E – Using and Sharing of Information Appropriately 
(Interim assessment)

Insufficient organisation priority 
to improvements from Lessons 

Learned



Independent assessment by GIAA

As per previous DSPT assessments the CAF will be subject to independent assessment in Q1 2025/26.   Following this stage of the process, 
the HTA will confirm its assessment against the NHS Cyber Assessment Framework.  

Recent guidance has been provided on the assessment process Guide for CAF-aligned DSPT independent assessors - NHS England Digital.  This 
guidance confirms the assessment against 8 mandated outcomes.
A2.a Risk management process 
A4.a Supply chain
B2.a Identity verification, authentication and authorisation
B4.d Vulnerability management
C1.a Monitoring coverage
D1.a Response plan
E2.b Consent
E3.a Using and sharing information sharing for direct care 

In January the SMT considered and agree a further 4 outcomes to be tested as part of the assessment.  The additional outcomes represent areas of risk 
or concern, where the HTA would welcome assurance against the baseline assessment due to the potential significance of the risk if realised.  The 
outcomes are:
B5b Design for resilience
B5c Backups
B6a Culture
D1c Testing & Exercise

https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/2024-25-caf-aligned-dspt-guidance/audit-guides/strengthening-assurance-independent-assessment-and-audit-guide/guide-for-caf-aligned-dspt-independent-assessors


Next steps

Project Management approach & arrangements 

Over the emainder of the quarter, we will be engaging and confirm with colleagues the arrangement to validate the interim ASSESSMENT, 
collect & collate  EVIDENCE and prepare for the AUDIT.  This includes:

• Identification of leads against each of the outcomes

• Sharing of templates for consistency in documenting the assessment, action plans and evidence.  Emerging areas to focus action include:
 

• Engagement to confirm activities:
 February – validating assessment to generate the baseline and identifying evidence and or remedial action.  For mandatory 

outcomes we will be starting to collect the evidence.
 March – focus on evidence collation and discussions on risk acceptance based on remedial plans against the baseline position

• Internal reporting arrangements to track progress under development 
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